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A ground shaking exposÃ© on the failure of popular cyber risk management methods How to

Measure Anything in Cybersecurity Risk exposes the shortcomings of current "risk management"

practices, and offers a series of improvement techniques that help you fill the holes and ramp up

security. In his bestselling book How to Measure Anything, author Douglas W. Hubbard opened the

business world's eyes to the critical need for better measurement. This book expands upon that

premise and draws from The Failure of Risk Management to sound the alarm in the cybersecurity

realm. Some of the field's premier risk management approaches actually create more risk than they

mitigate, and questionable methods have been duplicated across industries and embedded in the

products accepted as gospel. This book sheds light on these blatant risks, and provides alternate

techniques that can help improve your current situation. You'll also learn which approaches are too

risky to save, and are actually more damaging than a total lack of any security.Â  Dangerous risk

management methods abound; there is no industry more critically in need of solutions than

cybersecurity. This book provides solutions where they exist, and advises when to change tracks

entirely.  Discover the shortcomings of cybersecurity's "best practices" Learn which risk

management approaches actually create risk Improve your current practices with practical

alterations Learn which methods are beyond saving, and worse than doing nothing  Insightful and

enlightening, this book will inspire a closer examination of your company's own risk management

practices in the context of cybersecurity. The end goal is airtight data protection, so finding cracks in

the vault is a positive thingâ€”as long as you get there before the bad guys do. How to Measure

Anything in Cybersecurity Risk is your guide to more robust protection through better quantitative

processes, approaches, and techniques.
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This book is a major contribution to our understanding of this critical subject. The main idea is that

the biggest risk in cybersecurity risk assessment is reliance on ineffective methods, often because

people don't believe quantitative forecasts will work and then, when they do use quantitative

estimates, don't track them to see how well they do.. This echoes Hubbard's reasoning about

financial forecasts in The Failure of Risk Management; he has more data to back him up now.While

readers familiar with Hubbard's earlier work will find some repetition of what they know in the first

half of the book, it is still worthwhile even for them. Hubbard has expanded and refined his treatment

of his inventions, calibration and Applied Information Economics, and added examples. There is

also a new presentation, in Chapters 8 and 9, of Bayesian inference, with a number of references to

real-life applications. Chapters 10 through 12, which I surmise were largely written by cybersecurity

expert Richard Seiersen, are excellent.The authors' outline of how to establish and manage a

Cybersecurity Risk Management function in an organization, and what that functional unit should do,

are well written, well reasoned, and cogent. He lays out the key areas of responsibility this function

should include: review all major initiatives for technology risk; monitor and analyze existing controls

investments; use proven quantitative methods to understand and communicate risk; maintain

organizational risk tolerances in coordination with the chief financial officer, general counsel, and the

board; manage and monitor exception-management programs that violate established risk

tolerances; and maintain cyberinsurance policies, in conjunction with legal and finance.
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